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I' C' S Security and Privacy
Requirements

The Institute for Cyber Security

» On-Board Application and Sensors
* Tesla and Jeep X

» Over the Air updates

» V2X fake messages

» In-vehicle ECU communication

» Personal Data

» Third Party devices

» User Privacy Preferences

» Spoofing, Ransomware, Injection...
» Loss of Information in Cloud
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Security and Privacy .
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» On-Board Application and Sensors
* Tesla and Jeep X

» Over the Air updates

» V2X fake messages - Software Reliance

Broad Attack Surface
Untrusted Entities

» In-vehicle ECU communication

» Personal Data

» Third Party devices

» User Privacy Preferences

» Spoofing, Ransomware, Injection...
» Loss of Information in Cloud
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I' C' S Extended Access Control C-SPECC
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a) Extended ACO Architecture for Connected Car and IoV b) Connected Car and Vehicular IoT Components in Extended ACO Layers
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I'C‘S Authorization Framework CCfSSP E?C

Enhanced Cloud Computing

The Institute for Cyber Security
/‘/_- - 7= N
Cloud Services Level
/ w\
| \
AP - AP FeEcll M=AE
CSR- CSR FG - FG
AP - CSR
Cl=€1 > =~
/ S AP - VOB
— =3 \
( VCO-VOB
/ IAP-OAP! | AP-OB| AP - CL- CSR-VCO
( e e i VOB - OB
OAP - OAP \ e
: | AP-CO | e AP-vcO | /
N I : VCO-CO /
E VOB -VOB
el OB-VOB
U-0B OAP - OB
OAP - VOB VEO-VED
CO-CO 0B-0B \ '
\ | co-vco /
- Virtual Object Level
\ U-OAP /
h Object Level /// Direct ! Indirect |

U: User CO: Clustered Objects OB: Objects OAP: Object Layer Applications CL: Cloud FG: Fog
CSR: Cloud Services VCO: Virtual Clustered Objects VOB: Virtual Objects AP: User Applications

UTSA =

Computer Science



I‘ C'S Access Control Strategies
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» Static vs Dynamic

» What kind of relationship they have?

* Owner
e Manufacturer
* Friend

» Multi-Layered
» Groups Based

> Trusted Interaction
* How | trust you?
* Previous interaction..?

» ABAC, ReBAC Models
» Who will administer ?
» Data in Cloud, cross cloud sharing, how?
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I-C-S Location Groups C-SPECC
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I-C-S CV-ABAC, Model C-SPECC
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I.C-S ABAC Policy C-SPECC

Center for Security and Privacy
Enhanced Cloud Computing

The Institute for Cyber Security

"Deer_ Threat™: { «+—— PpolicyOperation
"Source": {
"1 { - ————- ‘Source Attributes
"Location": { o~
"Location-A": {"Group": ["Location-A"]},
"Location-B": {"Group": ["Location-B"]}

} \ 3

} ¥ ~ * -

} ‘~
b, Object Attributes
"car_pool_notification": { #+—— policy Operation s
"Source": { 7
. Ed
"Location-A": { 4= = = SpurceAttributes "
"destination": { »

"Location-A": {"Motification": ["Car-a"]},

"Location-B": {"Motification": ["Car-A", "Car-B", "Car-C"]},
"Location-C": {"Notification": ["Car-C", "Car-D"1},
"Location-D": {"Notification": ["Car-A", "Car-C", "Car-D"1}

},
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Policy Enforcer Cars Notified
Number of < i
R ts Execution Time nth Request With ABAC Without
eques {in ms) Policy Policy
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