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ABSTRACT
Application-level network-tra�c classi�cation is important for

many security-related tasks in network management. With the
knowledge of which application certain network tra�c belongs
to, the network managers are able to allow/block certain applica-
tions in the network (whitelisting/blacklisting), or to locate known
malicious applications in the network. To support application-
level network-tra�c classi�cation, the network managers require a
network-signature for each possible applications in the network,
so that they can match these signatures with the network tra�c at
runtime to identify the ownership of the tra�c. �e traditional ap-
proaches to generating network-signatures for applications require
either manual inspection of the application or accumulated anno-
tated network tra�c of the application. �ese approaches are not
e�cient enough nowadays, given the recent emergence of mobile
application markets, where hundreds to thousands of mobile apps
are added everyday. In this paper, we present a fully automatic
tool called NTApps to generate network signatures for the mobile
apps in android market. NTApps is based on string analysis, and
generates network signatures by statically estimating the possible
values of network API arguments.
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1 INTRODUCTION
Application-level network-tra�c classi�cation is a preliminary

requirement for many security-related network management tasks.
For example, a�er classifying network tra�c to applications, the
network managers are able to enforce white list or black list of
applications to block certain network-using applications. Further-
more, based on the classi�cation results, the network managers
are also able to check whether known malicious applications are
used by some terminals in the network, and further locate which
terminals are running the malicious application. Moreover, the
network managers may also use the network-tra�c classi�cation
tool to analyze logged network tra�c history to discover suspi-
cious human behaviors. �e problem of automatically identifying
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the applications generating network tra�c is called application
identi�cation. A tra�c classi�er is a tool for application identi�ca-
tion. Payload-based classi�ers inspect and compare the contents
of payloads with a pre-existing signature database. Payload-based
techniques have higher accuracy than other classi�ers [33] and
have been used as ground-truth in comparative studies of tra�c
classi�ers [19].

To perform application-level network-tra�c classi�cation, the
current practice in the industry is to generate a network signature
for each application so that the network management system can
match network tra�c with these signatures to decide which ap-
plications the tra�c may belong to. �e signatures can be based
on network-tra�c features (throughput, intervals, etc.) [24] [13]
or based on the content of the packets in the tra�c [34] [15]. �e
tra�c-feature-based signatures are o�en not precise enough, be-
cause di�erent applications may share similar network-tra�c fea-
tures and network-tra�c features may be a�ected by various envi-
ronment factors (e.g., the network speed, number of terminals). By
contrast, the content-based signatures are much more precise and
robust, and therefore are especially suitable for security-related
network-management tasks. �ough initial payload techniques
could not handle encrypted tra�c, later work showed that en-
crypted tra�c can be handled using distributions over payload
contents [22]. Generating a signature database for payload-based
classi�cation is time consuming, requiring a large volume of net-
work traces and manual e�ort for signature construction.

However, to generate content-based network signatures for all
possible applications in the network is far more than trivial work.
�e existing approaches to generating these signatures fall into
two categories. �e �rst category of approaches[34] depend on
manually inspecting the code or generated network tra�c of an
application, which is tedious and costly. �e second category of ap-
proaches [21] [27] try to automatically extract network signatures
of an application from a large amount of its network tra�c, using
data mining techniques. Although the extraction phase is auto-
matic, the accumulation of network tra�c usually takes non-trivial
time.

Recently, the emergence of mobile application markets brings
new challenges to the above existing approaches. Both Apple App
Store1 and Google Play Store2 hold hundreds of thousand apps,
and several hundred apps are added to the markets each day. �e
low e�ciency of the existing approaches makes them di�cult to
keep up with the growing speed of the number of apps in the mo-
bile application markets. �erefore, more e�cient and automatic
approaches are of eager requirement. In this paper, we propose a
novel fully-automatic approach to generate network signatures for
large numbers of android apps. �e basic idea of our approach is
1h�p://store.apple.com/
2h�ps://play.google.com/
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to statically analyzes the byte code of an android app, and to use
string analysis to estimate the possible contents of the packets sent
to the network3. Our approach is based on the observation that,
the content of the sent network packets are usually generated with
one or more packet-generation APIs (which we refer as network
APIs in the rest of this paper) by concatenating the arguments of
these APIs. �erefore, we will be able to estimate the content of
sent network packets, if we are able to estimate the possible values
of the arguments of network APIs, and to modelling the network
APIs on how they generate the contents of network packets. We
use program analysis to avoid the time-consuming steps of data
collection and manual signature construction. �e modular nature
of program analysis allows us to tune the precision of signatures
generated by use of di�erent abstractions. �ough our framework
is general, we follow the practice in the literature, by instantiating
and evaluating our work on Android applications. In the literature,
the word application is sometimes used for application layer proto-
cols. In this paper, the words application and app always refer to
smartphone applications.

In particular, our approach consists of the following �ve steps.
First, for a given android app, we translate the Dalvik byte code in its
apk �le to Java byte code using our existing tool. Second, we locate
in the Java byte code all the invocations of the network APIs that are
in our pre-de�ned network API list4. Furthermore, for each network
API invocation, we build an API grammar summary which presents
how the API manipulates its arguments to generate a network
packet. �ird, we set each argument arд of these located network
API invocations as the input of string analysis and perform string
analysis on the byte code to generate a string-operation grammar
that estimates the possible values of arд. Fourth, for each network
API invocation, we combine its API grammar summary with the
string-operation grammars of all of its arguments, to generate a
combined grammar that is able to estimate the network-packet
content generated by this network API invocation. Fi�h, we extract
network signatures as a set of constant-string sequences, from all
the combined grammars of an app.

Our work builds upon insights about tra�c generated by smart-
phones and the structure of smartphone applications. �e �rst
insight is that a signi�cant portion of smartphone tra�c is HTTP.
A recent study found that between 92% to 97% of tra�c generated
by handheld devices is unencrypted HTTP [11]. In contrast, 72% to
81% of tra�c generated by larger devices is HTTP. �e same study
also found that 82% of the HTTP tra�c consumed by smartphones
is related to non-browser applications, while only 10% of the HTTP
tra�c of larger devices is not browser related. �us, tra�c classi�-
cation based on payloads is feasible, and will provide insight into
the applications operating on a network.

Our second insight is that smartphone applications are down-
loaded and installed from a small number of application markets.
Download and installation statistics available from application mar-
kets provide data about applications operating on a network. Stud-
ies have shown that the applications used on a network vary greatly

3It should be noted that although the detailed design and implementation of our
approach is for android apps, the basic idea of our approach may be applicable to other
mobile apps or even PC applications
4Note that this list is generated manually only once and then used when generating
network signatures for all android apps.

depending on the time of day, week, and geographical location [49].
Collecting a representative sample of so�ware run by users is pos-
sible and requires signi�cantly less time and e�ort than collecting
a representative sample of tra�c generated by users.

�e third insight is that smartphone applications use a small set
of APIs to generate network tra�c. A network signature for an
application, or a class of applications is a summary of the data that
is passed as an argument network APIs. Viewed this way, network
signature generation can be reduced to a static analysis problem.

Static analysis has several advantages, which we describe brie�y
below and justify empirically in the paper. �e main advantage is
automation. Signatures need not be constructed manually or gen-
erated from network data, both of which are time consuming. �e
second advantage is �exibility in choosing the trade-o� between
precision and e�ciency. �e quality and e�ciency of signature
generation can be tuned by plugging abstractions of di�erent pre-
cision into a static analyzer. Constant propagation with strings is
extremely fast and produces coarse signatures. Inter-procedural
analysis with context free grammars produces detailed signatures
but is more expensive. From an implementation perspective, the
la�ice-based static analysis framework allows us to easily imple-
ment di�erent signature generation techniques. Di�erent types of
signatures can be generated by changing a single component of
the classi�cation infrastructure, rather than changing the entire
infrastructure.

�e goal of our analysis is to summarise the data sent over a
network. Like much existing work on smartphone applications,
we focus on Android applications. Unlike existing static analyses
for Android [8, 10], which focus on control rather than data-�ow,
we need to summarise the contents of payloads in an application.
Designing such an analysis involves several challenges that have
not been addressed by existing work.

�e rest of this paper is organized as below. Section � presents
the major challenge in our tool construction. Section 3 presents
the overview and components of our tool architecture. Section 4
presents how our tool can be started and its input / output. �en we
discuss some important issues in Section 5. Before we conclude in
Section 7, we introduce a list of related research e�orts in Section 6.

2 CHALLENGES OF TOOL CONSTRUCTION
�e �rst signi�cant challenge is the event-driven nature of An-

droid applications. Program analysis is based on computing �xed
points using control-�ow or data-�ow graphs. �e �ow of control
in Android applications is largely determined by system callbacks,
so there is no explicit �ow of control to the entry point of methods.
Event handlers must be considered by our analysis because the
network is o�en accessed in response to user events. To discover
which methods are called, the static analyzer must be aware of
application lifecycles, listeners, and callbacks to event handlers.

�e second challenge is to model APIs used to construct and ma-
nipulate payloads. Android applications extensively use java.lang.string,
java.lang.URL, java.lang.URLConnection, org.apache.http, among other
APIs to access and process data that is sent over the network. �e
analysis must precisely capture the semantics of such APIs.

�e third challenge is inter-procedural analysis. Existing analy-
ses of Android applications are either intra-procedural [8], or follow
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method calls in a limited way [10], or do not track data [12]. Data
that is sent over the network is usually constructed and sanitized
using several di�erent methods in an application. In our experi-
ments, we have found that inter-procedural analysis is sometimes
required to even derive the hostnames an app interacts with. Up
to 61% of applications in some data sets have been observed to use
re�ection [10]. Our analysis must also handle re�ection to produce
useful results. �e problem we address is automatic generation of
network signatures for Android applications.

3 TOOL STRUCTURE
As mentioned above, network signatures of mobile apps are very

useful for packet inspection and network management. Figure 2
shows how our NTApps tool can be integrated with network man-
agement tools. Speci�cally, a�er NTApps generates signatures for
various apps, the signatures as a tree or automaton can be fed into
the packet classi�er in the gateway of the network. NTApps is based
on static analyzing the apk �les of android apps. �e overview of
our approach is presented in Figure 1. From the �gure, we can see
that the input of our approach is an apk �le and a pre-generated
list of network API speci�cations. �e output of our approach is a
network signature, which is in the form a set of constant sequences
which can be presented as a tree by combining common pre�xes.

�e NTApps tool includes �ve main components. �e �rst com-
ponent uses the our existing tool to convert the Dalvik code in the
apk �le to Java byte code. �e second component is for network
API handling. It locates all the network API invocations in the Java
byte code, and will further build an API grammar summary for each
the network API invocations according to the semantic of the API,
based a list of pre-generated API grammar templates for network
APIs in the android library. �e third component uses the argu-
ments of the located network API invocations as input, and apply
string analysis to the Java byte code, so that this component is able
to generate an context-free grammar for each argument. �e fourth
component of NTApps combines the API grammar summary sum
of each network API invocation inv , with the context-free grammar
generated by the string-analysis component for each argument of
inv , and form a combined grammar of inv . �e last component
takes all the combined grammars as its input and extracts network
signatures from the combined grammars. In the following sec-
tions, we do not introduce the �rst component because it is not the
contribution of this papers.

3.1 Handling Network API Invocations
In this subsection, we introduce how we handle network API

invocations. Our work includes two parts. �e �rst part is build-
ing a list of network API speci�cations that are able to model the
semantics of these APIs (modeling how they generate the network-
packet contents by concatenating their arguments). We use API
grammar templates to specify the semantics of each API, and then
we can automatically generate API grammar summaries for the
invocations of these APIs at runtime. An API grammar template of
an API is a context-gree grammar with parameters. �e parameters
represent the parameters of the API, the start variable of the gram-
mar template represents the generated network-packet content,

and the productions in the grammar helps to model the semantics
of the API.

To generate the list of API grammar templates, we need to man-
ually study the possible network libraries in android system. Since
we focus on HTTP network tra�c in this paper, we focus on the
network APIs that may generate HTTP network-packet contents.
In the android library, there are mainly three sources of network
APIs: Java network libraries, Apache network libraries, and An-
droid network libraries. It should be noted that, for each android
app, android system requires all its required third-party libraries to
be packaged within the app. �is design decision is made to help
separate apps at runtime for be�er security of the system. It also
means that it is su�cient for us to collect the network APIs in the
android library. Because the byte code of all the other third-party
network libraries must be packaged within the apk, and can be
directly analyzed.

3.2 Combining Network APIs
Combining network APIs are typically a group of API method

in a packet-generation class (e.g. Uri.builder). An instance (object)
of the class, a�er initiated, will call methods in this group for one
or more times to acquire all the data to be put into a network
packet. �erefore, to handling combining network APIs, we need
to trace the lifetime of packet generation instances, and build an
API grammar segment for the instance as a whole. �erefore, the
API grammar templates for combining network APIs are special,
because it must consider the current state of the packet-generation
object.

3.3 Apply String Analysis
�e third component of NTApps uses string analysis to estimate

the possible values of all the network arguments in the located
network API invocations. String analysis is a technique to estimate
the possible values of a given string variable in the code. By ana-
lyzing the data �ow of string variables and string concatenations,
for a given string variable v , string analysis is able to generate
a context-free grammar, whose language represents the possible
values of v .

3.4 Grammar Combination
�e component of grammar combination, for each network API

invocation inv , combines the API grammar summary of inv with the
grammar of each argument of inv . �is process is straightforward.
We just replace the arguments in the API grammar summary of inv
with the start variables of the grammar of each argument.

3.5 Extracting Network Signatures
Finally, we need to extract the network signatures from a set

of combined grammars generated from the grammar combination
component. �e most common form of network signatures is a set
of constant-string sequences, and we also leverage this form. To
generate signatures of constant string sequences, we enumerate all
the limited deduction trees of the grammar (i.e., we deduce only
once for recursive nonterminals). �erefore, for each deduction
tree, we generate a sequence of constant strings by ignoring the
terminals which are not constant strings.
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Figure 1: �e overview of our approach

  

NTApps
Network 

Signatures

Packet 
Classifier

Network Traffic
Mobile Apps

App Usage Monitoring
Malware Detection

…

Figure 2: Usage Scenario of NTApps

Using the approach above, we can generate a set of constant-
string sequences from each combined grammar. �en, we merged
all these sets, and compared all these constant-string sequences
to remove all the duplicate constant-string sequences. Finally, we
try to extract the host name part in each constant-string sequence
in the signature. It is important to extract the host name, because
host names are stored separately as an item in the content of an
HTTP packet, and host names are of great importance in match-
ing network tra�c. We automatically do this with the following
heuristic. If the �rst constant string in the sequence contains both
“h�p://” and a single ’/’, we extract the host name directly according
to the syntax of URL. If we can �nd common host name post�xes
(e.g., .com, .net), we extract all the constant strings a�er “h�p://” (if
there is one), and before these post�xes, and then we further add
these post�xes. Otherwise, we are not able to extract the host name
from the constant-string sequence. If this happen, we will further
check whether this constant-string sequence is trivial by check-
ing whether there at least two constant strings in the sequence
that contain le�ers. If not, we will remove these constant string
sequences from the signature.

Figure 3: Input of NTApps

4 USAGE OF NTAPPS
NTApps provides a simple command line interface to allow the

batch analysis of a large number of apps. As shown in Figure 3,
for each app, NTApps requires just the path to the app and to the
con�guration �le listing all the network API methods considered.
Speci�cally, as shown in Figure 4, in the con�guration �le, for each
API method, we specify its type (i.e., combining or simple). While a
default con�guration �le is available with NTApps, the users have
the �exibility to block certain network API methods or add more
API methods in the future.

�e output of NTApps is a plain text �le with string constant
sequences one per line, to support post-analysis �ltering, signature
checking, or abnormal detection. For more e�cient examination in
packet classi�ers and users’ convenience on manual inspection, we
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Figure 4: Con�guration File with A List of Network APIs

further combine the sequences to generate a tree of common pre-
�xes, and output the tree as dot �le format for easier visualization.
Part of a sample output signature tree of the app Zedge is shown in
Figure 5, and part of our output signature tree for the app Soliterinc
is shown in Figure 6.

5 DISCUSSION
Our approach to generate network signature is based on pure

static analysis and we generate content-based signatures. �erefore,
we have the following main limitations.

First of all, for encrypted network tra�c such as HTTPS, we can
generate the explicit signature as well. But those signatures are
useless because the real network tra�cs are encrypted and we will
never match any of them. Actually, all content-based signatures
can not handle encrypted network tra�c well. However, according
to our statistics, more than 70% apps with Internet access do not
use HTTPS. Even for the apps that use HTTPS, they o�en use it
only in the authentication phase of the session and use HTTP for
rest of the user interaction. So the HTTP signature is su�cient
to identify most of the application. Our method only handle the
network tra�cs that send out by applications.

Second, for the incoming network tra�c (i.e., responses from
the server), we cannot generate the corresponding signatures with-
out the server side code. However, our evaluation shows that it is
su�cient to detect apps using only outcoming network tra�c (i.e.,
HTTP Request Packet). Furthermore, for the blocking scenario, suc-
cessfully identify the outcoming network tra�c is enough because
once the outcoming tra�c are blocked, there will be no incoming
tra�c.

�ird, our approach is not able to handle the payloads which
dynamically loaded. Actually, it is impossible to handle them stati-
cally. However, we believe that it is possible to detect the existence
of dynamically loaded payload, and guide some other dynamic
approach to generate such payloads.

From our evaluation, we can see that, static network signature
generation, and learning-based network signature generation both
have their advantages and disadvantages. �e static approach is
able to automatically generate network signatures for most of the
apps, and it is able to cover the whole code base of the app, so it
is able to �nd some network behaviors that are very di�cult to be
revealed dynamically. However, the static approach may be not
precise enough in some apps, may generate invalid signatures, and
cannot handle dynamically loaded payloads. In this paper, we pro-
posed measurements to measure the quality of signatures without

using them. �erefore, it is possible to �rst apply static approach on
all the apps (since it is cheaper), and then schedule the more expen-
sive approaches according to the quality of the statically generated
signatures. �e be�er the quality of the statically generated signa-
ture of an app is, the later can we apply more expensive approaches
on it.

6 RELATEDWORKS
In this section, we discuss the related works of our papers. �ese

research e�orts mainly fall into three categories: network-tra�c
classi�cation, android security, and static analysis.

Network-tra�c classi�cation. A recent technique NetworkPro-
�ler [5] is able to extract signatures with details, but it requires
exhaustive exploration of the mobile apps. Statistical-information
based approaches [24] [13] [2] mainly use the statistical informa-
tion or the contents of the network tra�c (e.g., packet size, data
transferring rate, packet intervals) to perform a protocol/domain
classi�cation of network tra�c. �ese approaches are able to iden-
tify network tra�c belonging to applications of certain domains,
such as database applications, video players, etc. However, similar
to port-based approaches, these approaches are also coarse-grain
and cannot support application-level network-tra�c classi�cation.

Content-based approaches are able to support application-level
network-tra�c classi�cation by matching the payload of network
packets with pre-generated signatures of speci�c applications. One
necessary and challenging step in these approaches is to gener-
ate signatures for large number of applications. Sen et al. [34]
proposed to use content-based signatures to identify the P2P net-
work tra�c of di�erent P2P applications. �ese signatures are
constructed manually through careful reverse engineering the P2P
applications. �e other group of approaches try to extract content
based network signatures of an application from a large amount
of network tra�c of the application. �ere have been many ef-
forts in this part focusing on generating the network signatures
of worms from their collected network tra�c. �ese e�orts (e.g.,
Autograph [20], EarlyBird [35], PolyGraph [15], Hamsa [21]) ba-
sically extract common byte �ows in worms’ network tra�c and
generate a content-based signature (in the form of a string or a
regular expression) for a certain worm or a group of worms. More
recently, Park et al. [27] proposed to use the Longest Common
Subsequence (LCS) alogrithm to generate a �ngerprint of an appli-
cation from the packets’ content in the application’s network tra�c.
Recently, Perdisci et al. [28] proposed a clustering-based approach
to generate a signature for a group of malware sharing similar
network behavior. �is approach generates signatures for various
HTTP-based so�ware (not limited to worms, but also include other
so�ware applications such as adware, spyware). Although the
above network-traces based signature-generation approaches are
fully automatic during the signature-extraction phase. All of these
e�orts require a large amount of annotated representative network
tra�c for the application under study. �erefore, they all need man-
ual generation of network tra�c or the accumulation of network
tra�c from a monitored network, both of which require a relatively
long time and much cost. Compared with the above approaches,
our approach leverages and adapts string analysis techniques to
statically generate the content-based signatures of android apps
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Figure 6: Another exemplar network signature

without requiring any annotated network tra�c. �is advantage is
especially important for the signature generation of android apps
because of the huge number of existing android apps and the rapid
development of new android apps.

Signature generation of applications based on system level be-
havior (e.g., system calls) is another well studied area. Most of the
approaches in this area execute the application under monitored
environment and collect system event sequences as the behavior
signature of the application [3] [30]. �erefore, usually, network
accesses are recorded as simple system calls without considering
the content sent to or received from the network. Recently, Bayer
et al. [1] proposed an approach to cluster malware based on system
behavior. �eir approach take into account more detailed network
tra�c information but the considered information still only limited
high-level information such as the names of downloaded �les.

�ere are also research e�orts focusing on identifying certain
user-behaviors, such as browsing habits [17] or spam emails [48] [29].
�ese e�orts usually also base their approach on a large set of net-
work traces accumulated from real-world networks. Due to the
di�erent nature between users and apps, it is impossible and un-
necessary for these e�orts to provide any support for automatically
generation of the network traces. So, our paper focuses on address-
ing a di�erent challenge compared to these e�orts.

Analysis of Mobile Applications. Our work is also related to
the security analysis of mobile applications. �is area is an emerg-
ing �eld in academic research, and some of the recent representative
research e�orts are presented as below. PiOS [6] is static analysis

framework for iOS, which is able to check the leaking of sensitive
information by combining data �ow analysis and slicing techniques.
Stowaway [10] is a automatic tool that is able to determine whether
an Android application requests more permissions than it actu-
ally requires. �e tool is based on a pre-generated mapping from
Android system APIs to Android permissions. Enck et al. [9] ana-
lyzed the permission system and the permission combinations of
Android System to collect a list of dangerous permission pa�erns
and developed Kirin, a service which identi�es Android application
requesting dangerous permission, so that the users can be warned
when installing them. Later, Enck et al. [8] further proposed ded,
a de-compiler for Android application, which is able to convert
Dalvik Virtual Machine code to JVM code, and then decompile
the JVM code using existing Java de-compilers. As for dynamic
techniques, TaintDroid [7] dynamically monitors the information
�ow in Android applications by tracking the propagation of taints
throughout the android system. Apex [26] and TISSA [50] are two
recent advancements over the current Android permission system
to provide more �ne-grained permission control and dynamic per-
mission adjustability. Rocky et al. [36] proposed a novel approach
to automatically detect inconsistencies between application code
and privacy policies. �ese works mainly focus on information
leaking or permissions instead of network analysis, and none of
these e�orts are able to generate network signatures for android
apps.

Static Program Analysis. In the �eld of static program anal-
ysis, the research e�orts that are the most related to our work is
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code dependency analysis [38] [37], and especially string analysis.
String analysis is a recent improvement over data-�ow analysis [16].
Christensen et al. [4] �rst suggested string analysis, which is an
approach for obtaining possible values of a string variable. �en,
string analysis is widely used in various areas, especially for de-
tecting and sanitizing SQL Injection vulnerabilities and Cross-Site-
Scripting vulnerabilities. Halfond and Orso [14] used string analysis
to detect and neutralize SQL injection a�acks. Minamide [23] �rst
applied string analysis on web applications. He also �rst suggested
to simulate string operations in the extended CFG with FSTs, and
implemented a string analyzer on PHP code to predict the possible
values of dynamically generated web pages. Based on Minamide’s
work, Xie and Aiken [47] suggested a technique to detect SQL injec-
tion vulnerabilities in scripting languages. Later, Wassermann and
Su �rst developed string-taint analysis [44] to more precisely detect
the above two kinds of vulnerabilities [45]. A�er that, Wassermann
and Su [46] further extended their work, and developed an ap-
proach to generating test cases for security vulnerabilities. Kieyzun
et.al. [18] further improved their approach by considering strings
that �ow through the database. Wang et al. extended string analy-
sis and developed generalized string-taint analysis [42] [41] [40],
and dynamic string-taint analysis [43]. Sexena et al. [31] proposed
an approach to sanitize the two kinds of vulnerabilities based on
dynamic symbolic execution [32] [39] [25]. Compared to these
approaches, we apply string analysis on statically generating net-
work signatures, which is a totally di�erent problem. We further
proposed techniques to handle obfuscation and various network
APIs.

7 CONCLUSIONS
In this paper, we propose a novel approach to statically generate

network signatures for android apps. Our approach is based on
string analysis, with adaptations to tolerate the loss of type infor-
mation in the Java byte code converted from obfuscated Dalvik
byte code.We further propose new techniques to handle complex
network API invocations, and generating signatures from string-
operation grammars. Furthermore, we introduce a formal presenta-
tion of the signature generation and matching problem, and propose
the important properties of the generated network-signature set.
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