                                                                          Concentric Supervision of Security Applications: A New  Security

Management Paradigm

Philip C. Hyland

TASC, Inc., Ph.D. Candidate, George M a son University

4801 Stonecroft Blvd., Chantilly, VA 20151

Phone: (703) 633-8300 (W), Fax: (703) 449-1080

E-Mail:  pchyland@tasc.com, http://mason.gmu.edu/~ph yland

Dr. Ravi Sandhu

                                                                                                   Professor, Department of Information and Software S ystems Engineering

George Mason University, Fairfax, VA 22030-4444

Phone:  (703) 993-1659 (W), Fax:  (703) 993-1638

E-Mail:  sandhu@gmu.edu, http://www.list.gmu.edu/~sandhu

Abstract

This paper questions the status quo regarding Security

Management (SM) tools that function in an isolated,

monolithic fashion.  People work best by interacting with

others and with their systems to see the b̂ ig picture ~ to

interpret individual events.  Our view of SM called Co n -

centric Supervision of Security Applications (CSSA) is a

continuous cycle of information flow.  CSSA processing of

status information and control of security features does

not replace existing notions.  It serves to enhance the

existing ad hoc and segmented êngineered ~ solutions so

that SM systems support "the way people work".

We divide management functions into three phases, a d -

ministration, operations, and assessment.  Different skills,

authority, and data are needed to perform tasks in each

phase, but some information must flow for efficient and

effective functionality.  We give suggestions on some

linkages by describing typical SM scenarios and how they

might function.  Parallels are drawn with related issues in

network management systems and relationships to current

management approaches are di s cussed.

1.  Introduction

                 Business manager s today are beginning to recognize

infor mation system security as a major corporate r e -

quirement.  Significant research and develop ment effort

has produced a variety of security technologies.  Ho w -

ever, security is not strictly a technology problem; system

developers and operators need complete lifecycle sol u -

tions that per mit reliable imp lementation of a single,

consistent security policy .  A critical part of a co mplete

security solution ˙ alo ng with security policies and
mechanisms ˙ includes assurance  methods to ensure that

security designs and implementatio ns continuously meet

the objectives of the security policy.

Assurance spans activities from prevention of design

errors and configuration errors during deplo yment to

detection of ano malies d uring operations and rational

recovery fro m the effects of a security event after it has

occurred.  A complete security assurance plan wo uld

address all phases; ho wever, we confine our discussio n

here to Security Management (SM) activities after system

deployment.  We define SM to include the activities to

configure, monitor, and control the security ser vices that a

system provides.  We also shall consider ho w the ad min i -

stration, operations, and assessment phases of SM can be

viewed as duals of similar functio ns in the network ma n -

agement co mmunity.  T he great strides in recent years b y

network managers to actively plan, mo nitor and control

suggests there is a considerable potential for equivalent

systemic improvements for management of system and

network s e curity.

Current security tools, for the most part, take a ver y

narro w  view of SM.  Most focus on configuring or co n -

trolling particular security mechanisms such as single

sign-on, Intr usio n Detection Systems (IDS) or key ma n -

agement.  Security management must ensure that orga n -

izational security responsibilities match up with resources

and rules to implement the defined security policy while

not inhibiting the nor mal way people work.  T he fram e -

work we propose, called Concentric Supervision of Sec u -

rity Applications ( CSSA), is an end-to -end SM concept

that leverages related functio ns and data in the admin i -

stration , operations , and assessment  phases of manag e -

ment.  Ho wever, we first consider what co mponents make
up the management of security and ho w they relate to

each other.

2.  SM Notions˙New and Old

2.1. Assessing Administrative and Operational

                         SM

                 As technology beco mes more co mplex, we must refine

ter minology and re-partition problems to understand the

issues better and focus attention o n solvable pieces.  In

1987, the OSI Security Architecture (ISO 7498 -2) [ 1 ]

identified three categories o f SM ˙ system security ma n -

agement, security service management, and security

mechanism management ˙ plus security of management

itself.  System SM is concer ned with overall policy ma n -

agement, interaction with other OSI and SM functio ns

and with general security functio ns such as event ha n -

dling, auditing and recover y.  Security ser vice manag e -

ment deals with interactions with particular security

services such as negotiation of protection levels and

mechanisms.  Security mechanism management includes

management of keys, encipherment, digital signatures,

access controls, integrity, authentication, traffic padding,

routing control and notarization.  Security of management

(the main area SNMPv3 [ 2 ] deals with) defines methods

and structures to ensure vital status and control functions

are protected.

                 Altho ugh the OSI functional breakdo wn is useful as a

reference model, it does not recognize the typical division

of duties between system ad ministrators, security mana g -

ers, and systems operators.  In contrast, we postulate three

major phases of SM that distinguish the desirable chara c -

teristics of a management frame work, namely ad ministr a -

tion, operations and assessment of security.  In CSSA, we

further consider SM fro m the vie w o f who is involved, the

purpose of their activities, and the types of information

affected.  Our intent is to indicate that different assum p -

tions, rules-of-thumb and tools are applicable in each

phase, thus justifying our subdiv i sio n of the discipline.

                 As a starting point, Figure One  sho ws o ne view o f the

essential SM co mpo nents.  All systems function under a

security policy (even if it is null).  Fro m the security po l -

icy, a security ad ministration process defines configur a -

tion rules  that specify security subsystem behavior.  T his

process supports operational SM (represented by the

traffic light labeled "Control Entities") which controls one

or more security mechanisms.  T hese mechanisms provide

on-line security services that actually affect security cl i -

ents.  T he feedback path fro m status sensors to the control

entity provides operational health and ano maly detection

infor mation.  T his feedback is a resource that enables the

value-added tools of security asses s ment.

T he assessment phase is not visible in Figure One b e -

cause it has lar gely been an off-line, human process due

to the time and processing demands.  T he important co n -

cept is to use d ynamic feedback to modify the security

posture as events occur and the perceived security threats

change.

In fact, there are two major shortfalls with this initial

view of SM.  First, nothing in Figure One  integrates the

management of security mechanisms to gether into a un i -

fied, coordinated capability.  In other words, each mech a -

nism might have its o wn parallel rules, configuratio n

process and control structure that does not interact or

benefit fro m others.  Second, there is no lifecycle view of

the SM process that ensures co nfiguration data, oper a -

tional data and historical audit/perfor mance data can all

be accessed and assessed to support continuous improv e -

ment.  T he security policy should be the starting point of a

spiral of d ynamic rules that adjust and impro ve the sec u -

rity posture based on current co nditions, the time of day

or week, and the perceived vulnerability.  We believe a

commo n SM framework will help resolve these data ma n -

agement issues and thereb y bring more effective and

mutually supporting management to security devices and

appl i cations.

T he objective of assurance is effectiveness.  SM tries

to ensure that the security services delivered are adequate

and co mpliant with the organization’s security policy

while minimizing the ad ministrative overhead.  As Figure

Two  depicts, CSSA co nsists of three phases with data in

the middle.  It operates in a repeated cycle, always see k -

ing a secure manag e ment state.

Ad ministrative SM can include pre-operational system

develop ment and testing, but we focus here on the user-

driven  configuratio n activities o f system installation,

setup, and maintenance.  Ad ministration minimizes sy s -

tem vulnerabilities b y opening system access enough to

meet users´ needs while p urposely constraining certain

activities to satisfy the applicable security policy.  A d -

ministrative activities are often done in a batch mode

since immediate response time is not expected.  Ad mini s -

Security

Policy

Implementation

Mechanisms

Status from Sensors

Indirect Influence

Users

Rules Control

Control

Entities

Figure 1 . Securit y M anagement Components
trative security actions may be stopped or interrupted for

a period without degrading security.  In other words,

administrative SM is relatively routine and part of the

nor mal day-to -day functioning of the ente r prise.

                 Differences between ad ministrative SM and oper a -

tional SM are evident especially in their purposes.  O p -

erational SM is a more active, event-driven component of

assurance that is concer ned with detectio n and reaction to

current conditio ns applicable to security mechanisms.

Operational SM consists o f real-time interactions between

the security service providers ( mechanisms), status se n -

sors  and control entities.

                 T ools should be designed to monitor and maintain s e -

curity posture at levels defined b y the established security

policy.  As the desired protection level increases, the

corresponding management functions must beco me more

stringent (see Table One) .  For example, at level C, a c -

cess control defined b y Ad3 would be more restrictive

than for level B and belo w.  Likewise, operational thres h -

olds may be tighter and assessment responses more co n -

servative.  Operational SM exists to detect non-

compliance with security policy; thus, operational ma n -

agement tools must be sensitive and continuously avai l -

able to reliably track and respond to unpredictable

security events.

                 T he assessment phase o f SM is performance-driven ;

that is, it is concerned with measuring whether objectives

are met and ho w potential changes may affect the security

system.  E valuation of audit trails and pattern matching

are assessment activities.  Such assessments may have

short-ter m or long-ter m scope.  Short-ter m, quick r e -

sponse assessments generally support reaction to imm i -

nent threats detected during the operations phase.  Based

on other events correlated in time, space, or modus ope r -

andi, an appropriate response is initiated or recommended

to an operator.  Long-ter m assessment may support sec u -

rity policy planning, trend analysis of threats, or quality of
protection issues.  A simulation tool may test a proposed

administration state against a range of operational cond i -

tions to assess its desi r ability.

2.2. Existing Management Architectures and

Related Work

T he foregoing co ncepts do not detract fro m the work

that has been done in many areas of the security manag e -

ment challenge.  IDS research has been a major thrust

while configuration-checking tools such as COPS, and

SAT AN have impro ved the security position of many

sites.  Several major commercial products such as CA

Unicenter T NG, Sun Security M anager, and T ivoli

T ME10 do support SM functions within their manag e -

ment architectures, but none view management as a co n -

tinuous cycle of activities as we have suggested.  T he OSI

Security Architecture has little sense of temporal issues or

sharing data between ad ministratio n, operations, and

assessment functions.  Other more generic management

models such as SNMPv3, the DCE security management

framewor k [ 3 ], and two European research projects

(SAM SON [ 4 ] and SMCN [ 5 ]) focus mostly on protocols

and operational tools for a few security mechanisms.

Notably, t he "Security Mechanisms for Co mp uter Ne t -

works" project (1985-1990) included security manag e -

ment in its Co mprehensive Integrated Security System

(CISS) design.  CISS emp hasizes use o f existing mech a -

nisms and APIs for co mmo n secur ity functions.  Of the

ten functional agents identified in CISS, two are devoted

to security ad ministratio n functions, two provide general

support to all components, and six support operational

SM.

3.  Elements of CSSA

We organize management functio ns into three phases

because similar data, processing, and skills are used in

each phase.  In this section, we present details of ho w

CSSA p hases mutually support each other.

3.1. Administr a tion

T he administration phase includes both initial config u -

ration of security services and routine updates to add,

Opns

As sess

                                              Ad min

Secu rity

MIB

                                 Figure 2 . Concentric Supervision Cycle

T able 1 . Securit y Protection Levels

Security Level Administr a -

tion

Opns Asses s -

ment

A Ad1 O1 A1

B Ad2 O2 A2

C Ad3 O3 A3
delete, or modify user and resource infor mation.  T he

authority for such actions must be carefully controlled and

audited.  Before updates are applied, crosschecks for

compliance with security policy should occur.  T his i m -

plies a security policy that has been tuned to a set of

guiding principles.  If the security policy is defined as a

set of management r ules, this process may be auto mated.

Other wise, a manual checklist procedure can verify co n -

sistency o f changes.

                 So me configuratio n parameters apply widely (e.g. cu r -

rent security level) while others are relevant only to sp e -

cific security mechanisms (e. g. key expiration date).  In

many cases, important data for user authenticatio n, key

distribution, access control, security filters, and directory

services will be stored in one or more databases.  T he

CISS model calls the aggregatio n of all security manag e -

ment data the Security Management I nfor mation Base

(SMIB).  Figure Three  sho ws the types of SMIB access

during each management phase.  Ad ministration involves

mo stly writing o f data, while operations phase is equally

read-write and assessment is mo stly read-only.  So me

assessment results may be passed to ad ministratio n for

action or saved for f u ture use.

                 A co mmo n means to access and update configuratio n

data is important.  Security mechanisms that do not i m -

plement a structured data store like the SMIB and a secure

means of access must use a local configuration file for

vital management data.  T his leads to inconsistency

among applications and requires a proxy to inter face with

the control entity using sta n dard protocols.

                 Suitable control over the integrity and correctness of

security configuratio n infor mation is vital to co mpliance

with a security policy.  Delegation of authority to make

changes needs to be ver y fine-grained.  Senior security

administrators may need full authority to update config u -

ration, operational and assessment roles and privileges

while delegating local tasks, such as user account updates

and modification of access lists for local resources to

subordinate security manager s.  Least privilege  facilitates

decentralization without giving too much po wer to any

individ ual.

                 Ad ministrative management also may be viewed as a

workflo w problem.  A sequence of steps and crosschecks

can be designed to ensure proper authority and co mpl i -

ance with policy rules.  Although space prevents full
details here, the process can be reduced to a set of Int e -

gration Definition (IDEF) diagrams.  Relationship s b e -

come co mp lex if the security policy requires special

measures such as two -person authorization (i.e. for dat a -

base updates) or Chinese wall access controls.  Separation

of duties per mits independence while enforcing integrity

checks for roles in which one person could have und ue

autho r ity.

3.2. Operations

Operational SM is characterized by real-time intera c -

tion with security co mpo nents that provide security ser v -

ices to end-users.  Management tools for security

operations need several capabilities such as real-time

interactive control, detection and alar m mechanisms,

event lo gging and correlation, and grap hical display sy s -

tems.  In addition, limited access to configuration and

historical data wo uld make trouble-shooting and problem

prevention easier.  For example, a system operator should

have read access to contact infor matio n for any user

within their do main and sho uld have write access to ce r -

tain configuratio n data within their responsibilities.  Co n -

sequently, the operator wo uld be able to notify the user of

an alert fro m a certificatio n authority that their certificate

is near expir a tio n.

T he driving force in design of operational SM is dea l -

ing with active or suspected security threats.  Like the

performance and fault management functions within the

field of networ k management, operational SM has a

strong temporal factor.  Monitoring the real-time status of

performance and co mponent health, along with tracking

of security events is necessar y to per mit active responses

to changing conditio ns.  For examp le, in a benign security

enviro nment, an indicatio n from a network co mpo nent

sensor of a performance bottleneck might result in the

control element setting a more per missive filtering stance

(i.e. reduced logging).  T his would improve perfor mance

until the backlog is reduced.  On the other hand, excee d -

ing a security mo nitoring thresho ld (such as number of

repetitive logon failures) that might signal an attack may

justify increased event logging, alar ms to system oper a -

tors, or automated responses to deter damage to system

inte g rity.

3.3. Assessment

In many ways, the assessment phase is the mo st critical

in creating an effective management system.  It is the

essence of intrusion detection research.  It is the chief

feedback loop to modify system attrib utes based on cu r -

rent conditions.  Events that are detected and recorded

during operations need to be matched against kno wn

patterns, related targets, or even similar times of occu r -

rence.  Depending on the danger and uncertainty of an

SMIB

                                            Adminstration

                                                     Assessment

                                                        Operations

R/

W

R/W

R
/W

     Figure 3 . M anagement Access to Dat a Store
event, immediate or long-ter m configuration changes may

be effected.  Context is significant.  Certain threats may

trigger pre-deter mined responses such as session ter min a -

tion, increased mo nitoring, or deception mechanisms.

Unfamiliar or uncertain events sho uld result in more ca u -

tious and conservative actio ns.  Artificial intelligence

methods are helpful in correlating similar situatio ns.  A

major benefit of a centralized management approach is

the capability to evaluate individual events against a

broader system vie w and more sophisticated so ftware on

higher perfor mance systems than possible with many

dispersed nodes.  On the other hand, an assessment a p -

proach with a distributed correlation database may pr o -

vide needed redundancy and sca l ability.

                 Assessment is not necessarily a static process.  As was

indicated in Table One , the security level may drive a

more aggressive stance as perceived vulnerability gro ws

(i.e. before a new product release or during sensitive

negotiations).  In this way, the SM system beco mes more

proa c tive, in contrast to its traditio nal reactive style.

4.  SM Notions in Action

                 Why is a distinction between management of security

administration, operations, and assessment important?

Different people and priorities are involved, but sharing

and evaluating co mmo n data can vastly improve o verall

management.  T o achieve the goal of an integrated SM

architecture, both the ad ministrative and operational env i -

ronments must be understood and supported.  Finally, the

role of assessment in the context o f configuring and

mo nitoring security mechanisms to co mply with an ove r -

all security policy is v i tal.

                 No w we present a few examples to highlight the diff i -

culties of tr ying to integrate security management.  We

consider so me simple, but practical applications that ju s -

tify our Concentric Supervision of Security Applications

(CSSA) concept.  We will deter mine where sharing data

between the configuration, operational, and assessment

phases is currently possible and where it is pro b lematic.

4.1. Virus Alert

                 Our fir st scenario begins with a security incident d e -

tected by a security mechanism d uring nor mal operations.

At 3:40 PM, an auto mated virus checker identifies and

reports a virus imbedded in an email message sent to

Alice fro m the XMU.edu do main.  As an active security

mechanism, the virus checker supports the operations

component o f CSSA b y generating a notification to the

control entity as sho wn in Fi g ure Four .

                 In the first stage of reactio n to a notification, the event

manager (dispatcher) module logs pertinent infor matio n

(see Table Two ) and starts an audible alar m at the ne t -

work operator´s console.  T he network operator, if on
duty,  reacts according to the severity o f the alert and the

importance of other on-going activities.  In addition, the

event manager alerts the security officer via email (or

pager) to  review whether current actio ns are appropriate

and  whether executive management needs to be i n for med.

In a cooperative environment, peer  monitoring sites

may  be alerted about infor matio n that could represent a

lo w-key, but broad-scale attack.  Optionally,  application

users (email sender and recipient) may be notified.  In

so me cases, this notificatio n may be undesirable because

it may reveal more than desired about the response cap a -

bilities.

Lastly, but most importantly, the event manager si g -

nals the event correlator to evaluate the incident.  T he

signal to the correlator represents transition into the next

phase of CSSA cycle, security assessment.  T he  event

manager for wards  data fro m the initial notification.  T he

event correlator uses this data and  infor mation extracted

fro m the event log, including  alerts fro m peer control

entities, to evaluate and reco mmend a course of action

congruent to the desired security level.

T he correlator may initiate  some protective measures

auto matically through  interim configuration updates.  It

leaves  reco mmendations for weightier policy or config u -

ration changes for human actio n.  Auto mated updates may

Email

Applicat ion

Virus Checker

Event

Manager

Operator Alarm

Assess

Event  Log

Event  Correlat or

Secur it y Manager/

User Alert

Init iat e

Reco mmend

Cont rol

Ent it y

Notification

Virus

Figure 4 . Response to Virus In cident

T able 2 . Event Notification/Logging Form at

Na me Value

Source A d dress IP Address of reporting e n tity

T ype of  Alar m Security Event

Date/T ime Stamp Date T ime Group (DT G)

Severity Level (Critical, Major, Immediate,

Warning, Minor, Infor m a tional)

SubEvent T ype Virus detection

Suspected Source IP Address, Domain, USE RID

Co mment Field Additional event-specific d e -

tails
include damage mitigatio n that requires immediate actio n

to prevent further damage.  Examples  o f conser vative

responses might include disabling  email fro m the su s -

pected source address or isolating an infected disk vo l -

ume.   Care is needed to ensure protective measures do not

cause unintentio nal denial of service that is more har mful

than the original inc i dent.

                 When the correlator recommends a particular  operator

action,  the operator may not respond pro mptly or at all.

Based on operator histor y, the security level, and the

event severity, the response  may be auto mated.  Suppose

another virus originated 3 months earlier fro m the same

XMU.edu do main.  In this case,  changes to the security

policy or baseline co nfiguration may be appropriate.

Since XMU.ed u is not a vital business partner, the event

correlator chooses to  block all traffic fro m that do main.

At this point, the relevant co mmands and infor matio n

pass fro m the assessment phase into the ad ministration

phase of the CSSA cycle.

                 In the ad ministration p hase, a security ad ministrator

typically sets and updates parameters that control the

operations of security mechanisms  to match the security

policies of the organization .  In the CSSA co ncept, all

security events  can potentially result in configuratio n

changes.  An auto mated configuratio n change  initiated in

the assessment phase may b ypass the manual process

when necessar y.  Non-urgent changes are reviewed b y the

security management and implemented b y the security

administrator.  All changes are  logged as an inter nal sec u -

rity event.  Since internal security events are not assessed

by the event correlator, this completes the scenario.  Fi g -

ure Five 5  sho ws the sequence  of processing  through all

phases  of o ur model.

4.2. Remote Site Firewall

                 In scenario two, Bob  is configuring the firewall co m -

ponent for a new remo te office LAN as outlined in Figure

Six .  Proxy services need to be implemented based on the

corporate security policy specified in Box 1 .

T ypical Internet and Intranet services will i n -

clude a local E mail ser ver, internal FT P to the corporate

FT P server, outgoing HT TP  and T elnet, and Do main

Name Ser vices (DNS).  Because o f the small size of the

branch office and a desire to minimize costs, the firewall

setup will use router -based packet filtering and the T IS

Firewall T ool Kit

(FWT K).

Design of packet filtering rules and imp lementation of

appropriate proxy services is a daunting task, even for an

experienced network engineer.  Although so me vendors

have delivered configuration tools to simp lify definition

of rules, consistency across vendors is lo w.  T his  leads to

errors, inconsistencies,  and vulnerabilities witho ut a rel i -

able means of verificatio n.  Existing tools do not use

commo n conventio ns and all store their configuratio n data

in different for mats.

Given that an initial securi ty configuratio n has

been developed, the next step is to install and test  it .  T his

process  opens new possibilities for errors and undisco v -

ered faults d ue to limited testing rigor.  While a number of

Box 1 . Securit y Policy

1.  All services not specifically required for operations

will be di s abled.

2.  All email and ftp traffic to/from government sites

will be encr ypted.

3.  Strong authentication is required for dial-up remote

access ser v ice (RAS).

4.  Inco ming T ELNET  and FT P is prohibited except for

FT P to the FTP server on the bastion host.

5.  Passwords and user keys must be updated at least

ever y six mo nths, must be at least 8 characters and

be of medium rando m ness.

6.  System ad ministrators must re-validate all accounts

at least ever y six mo nths.

7.  No auto for warding o f email is per mitted to exter nal

accounts.

8.  All o utgoing email will be checked for security

releasability (dirty word check).

9.  All inco ming email, ftp and http traffic will be virus

checked

10.  No site access is per mitted from non-US do mains.

11.  More than three security events fro m a single d o -

main will require explicit authorization for conti n -

ued a c cess.

Secur ity

Administrator

                                                                                                                  Secur ity

                                                                                                                Man ager

                                  Secur ity

                                            MIB

                          Administration Phase

                                                                 Secur ity

                                                       Mech an ism

Even t

Corr elator

Even t

Man ager

                                                                                      Operations Phase

Assessment Phase

Figure 5 . Event Processing Sequence

Router

Proxy

Server

WAN

LAN

Router

Figure 6 . Remote Site Firew all

           vulnerability testing tools such as COPS, T iger, and

           SAT AN have been useful to detect configuration pro b -

           lems, they are static and do not test configurations against

           local security policies.  In addition, none uses local sec u -

           rity events as inp ut to d ynamically tailor assessments.

           T hat would require standardized security policy for mats,

           commo n event and configuration parameter definitio ns,

           and new verification tools.

                            Another approach for validating security configur a -

           tions is simulation of the operational environment using

           modeling tools.  A simulation enviro nment for security

           management co mparable to those that exist for net wor k

           modeling wo uld per mit the effect o f changes to be co n -

           sidered under a broad range of assumptions about the

           threats and vulnerabilities.  Mechanisms could be eval u -

           ated under increasing levels of stress to deter mine pe r -

           for mance and points o f failure.  Such a simulatio n

           enviro nment has not been attempted yet and would r e -

           quire modules to simulate each categor y o f security

           mechanism.  Standard parameter s must be created to

           define critical perfor mance capabilities and mea s urables.

                            Once the validatio n of a newly developed security co n -

           figuratio n is co mplete, approval and  deployment can

           proceed.  Audit records must capture who makes each

           change, when, why and ho w secondar y approval (i.e.  the

           security manager) was acco mplished.  T his infor matio n

           becomes a permanent part of the site security lo g for

           future refe r ence.

           4.3. Security Guard

                            In our final scenario, a government agency is planning

           for management of a security device that will provide a

           trusted interface between systems at t wo different security

           levels.  Figure Seven  sho ws the main co mpo nents of a

           security guard.  Active supervision of the infor mation

           security guard function will minimize risk, but minimal

           human interaction is also desired.  T ypically, a semi-

           auto mated review process may include auto mated checks

           for data integrity, template matching and filtering for
unreleasable words or phases, fo llo wed with a final h u -

man review of images or graphics.

In the present case, a security guard with highly a d -

vanced releasability evaluation so ftware will operate to

permit only properly mar ked, for matted, and signed data

items to pass fro m the higher secur ity do main to the lo wer

domain.  T he guard will operate independently given a

proper configuration, but will generate status and alar m

infor mation to indicate its operational health and any

abnor mal conditions.  T o minimize the logic required

within the security guard, the CSSA mo nitoring actions

will be initiated b y the control entity except for security

event notifications.

T he first task before beginning operations of the sec u -

rity guard is to configure required parameters.  T here are

two types of parameters -mechanism configuratio n  data

and user data.  T he first type of data deter mines ho w the

security device will co mmunicate and operate.  User  data

is used in the basic guard functio ns to validate releasable

data.  Table Three lists so me representative data items.

Configuratio n  data that is unique to the security guard

may be stored locally for immediate access.  Since user

data may be used by several mechanisms besides the

guard, it  is stored in the  SMIB and accessed on demand.

T he list of authorized releasers and their public keys helps

to document an  audit trail o f release actions using digital

sign a tures.

Once configured, the security guard can be tested and

placed into operations.  T o monitor the guard operations

for maximum benefit, two measures of quality are par a -

mo unt.  T he first priority in security applications is  effe c -

tiveness o f the solutio n.  T herefore, the number of false

negatives (releases allo wed that sho uld not have been)

should be nearly zero (fewer  than a human would allo w).

T his prevents catastrophic failures that negate all potential

benefits of the system.  T he number of false positives

(releases prevented that were okay) should be lo w also.

T his factor deter mines ho w efficient the system is.  If too

many releases are stopped when subsequent manual r e -

view sho ws no problem, it indicates inadequate intell i -

gence in evaluation algorithms.  Manual review results in

lo wer efficiency and slo wer  payback.  Once accredited as

effective and certified as efficient, system operations can

begin.

Security

Agent

Security

Guard

                      High Side

Low Side

                      Data Push

Data Pull

                                      Control

                                            Entity

                                                   Quarantine

Figure 7 . Securit y Guard

T able 3 . Configuration Parameters

Performance Data User Data

Notificatio n Destin a -

tion(s) Authorized Releasers

Control Entity Public

Key(s) Public Keys of Relea s er s

Agent Private Key Approved Destin a tions

T hroughput T hreshold Custo m Filter Data

Input Buffer T hreshold T emplate Value Data

                 T he configuration data defined above is used during

operations to guide ho w the security guard functio ns.   If a

buffer for data nears capacity, an alert may be generated

to the control entity to slo w input.  If the thro ughput o f

the guard and the security threat are lo w, then less restri c -

tive processing may be set.  For example, if several files

are backlogged while waiting processing, time-co nsuming

steps may be skipped to speed things up.

                 Other events may signal the co ntrol entity of problems

like quarantined files that fail  security screening and r e -

quiring human inter vention.   Reaso ns for flagging files

and the results o f manual evaluatio ns can be logged and

translated into revised configuratio n data that will per mit

better processing in the future.  Even if tools to implement

the cyclic processing of security management data are not

highly auto mated, the process of co ntinuo us feedback and

rule enhancement should improve responsiveness and

quality o f operations over time.  T he critical factor for

enhancing system perfor mance is to use assessment r e -

sults to update configuration parameter s or relevant  sec u -

rity policies.  While the  feedback process may occur

manually, synergies can gro w as auto mation per mits

better linkages between CSSA phases  and security appl i -

cations .

4.4. Network Management Parallels

                 Since SM is considered a component of the network

management framework, there are bound to be some

similarities between them.  T he increasing number of

security devices in need of integrated management tools

can be compared to the state of networ k management

several year s ago.  SM implementatio n is fragmented and

proprietary, much like network management was prior to

emergence of the standards-based SNMP and CMIP [ 6 ]

communities.

                 Since then, network management has advanced hugely

within three develop ment areas.  SNMP and CMIP still

deal mainly in operational netwo rk management, along

with so me aspects o f net wor k ad ministration (i.e. a c -

counting and configuratio n).  Although fault management

is a big part of network management, standards do not

define ad ministrative aspects such as trouble ticket sy s -

tems.  T he third part of network management is network

engineering and perfor mance assessment.  Recent efforts

have enabled  use of operational network perfor mance

data as input to design analysis and perfor mance mode l -

ing tools.  In a way, this provides a feedback path like the

one we suggest for SM whereb y operational data can

influence the initial configuratio n.  Fro m these trends in

network management, we can argue that SM needs to

mo ve to ward standards to spur more develop ment o f

integrated tools for administration, operations, and a s -

sessment/planning.

Both security and networ k management involve tro u -

bleshooting to deter mine cause-effect relationships of

events of unclear origin.  Just as good configuration and

asset management helps network managers d uring tro u -

bleshooting, operational SM stands to gain fro m better

security  ad ministration.  Security ad ministratio n is a ne c -

essar y investment in user and resource identificatio n,

privilege assignment, and system security configuratio n.

In an  environment of partial kno wledge,  both network and

security management need the ability to sift through

events in the past or in other parts of the network to d e -

tection patterns in audit trails and event logs.  T his e n -

ables full exploitatio n of co mputer-assisted SM b y using

feedback to update configuration data.

S ecurity and networ k  management processes both

must allo w human operators to view current status in the

context o f past actions and related configuration infor m a -

tion to guide operators toward rational changes.  T o do so,

operational SM systems may use secure co mponents o f an

existing  networ k management system  to perfor m data

collection/display and support assessment and decision

support functio ns.  Belo w we discuss  the supporting co m -

ponents and functions that are necessar y to deliver the

features of CSSA.

5.  CSSA Infrastructure

T he CSSA concept requires a number of support cap a -

bilities, so me o f which exist and so me which do not.

Figure Eight  is an o verview of the required co mp o nents.

5.1. Components

Ad ministratio n functions are located in the upper left

corner of Figure Eight.   T his is where the ad ministratio n

manager adjudicates access to the security policy, authe n -

tication data and access rights, etc.  T his data may be

stored centrally in a SMIB or secure directory, at distri b -

uted security mechanisms, or both.  Existing network

management standards do not specify MIB modules for

security applications (e.g. a Firewall MIB) or how MIB

data is physically stored .   T he SMIB may co mprise access

control lists and security policies, as well as active sec u -

rity status infor matio n.  Our work indicates MIB defin i -

tions must be closely aligned with application

functio nality; ho wever, a standard data access API and

certain core parameters for the SMIB could simplify d e -

velop ment of SM develop ment  b y enabling use of co m -

mo n mod ules.  Wide availability and open standards

should b e the main drivers of any choice.

T he core of the operational management functio n is the

security event manager.  T his module makes  first-level

decision s  on ho w to handle notifications of security

events and mechanism status.  Next to the event manager

in Figure Eight is the Management Protocol Interface

(MPI) module.  T he MPI translates to/fro m

selected management protocols that gene r -

ate commands (controls) and receive notif i -

cation and status infor matio n fro m  exter nal

applications or peer management nodes.

T he X/Open Management Protocol (XMP)

[ 7 ] was developed to provide similar fun c -

tions for SNMP and CMIP.

                 Assessment functions are represented by

the event correlator mod ule.  It uses current

event data, SMIB data, and historical i n -

for matio n fro m security logs to deter mine

complex patterns and trends.  Ongoing

work on patter n-matching engines  and

intrusion detectio n methods [ 8 ] fit into this

role nicely.  T he bi-directional arro w

to /fro m  the correlator implies that it

generates reco mmendations based on its analysis of  i n -

coming events and the current security posture . Reco m -

mendatio ns may involve policy updates, mechanism

config u ration changes, or access control actions.

                 A fundamental need for the CSSA is a means of secure

transactio ns between many security mechanisms and one

or more control entities.  In Figure Eight , we sho w se v -

eral candidate interface protocols (e.g. SNMPv3, CMIP,

DCE etc.).  More than one may be used to operate in a

mixed environment.  Belo w we describe so me possible

sequences.

5.2. Secure Transactions

                 A typical transaction sequence such as associated with

the vir us checker scenario would begin with the managed

application signaling an event to its local agent (see Fi g -

ure Nine ).  T he steps listed belo w in three grouping are

keyed to Figure Nine .  T hey co mprise actio ns to share
data in support of the operations, assessment, and (re)

configur a tion phases.

Note that steps    thro ugh    represent the initial alert.

Steps     and      are actions by the event manager to gather

additional details of the event that are not in the alert

message.  Such actions are typical of many net wor k ma n -

agement systems.

Security

MIB  or

Directory

LDAP Secur ity

Policy

Us er s/ Mechan isms/

Access Con tr ol Lists

Fixed

D yn amic

Administrat io n

Manag er

                                                                                                               Security Event

Manag er

                          Oper ator

                                    Input

                              Alar m

                                  D isp la y

                                                      Respo nse Act io n :

                                                      Poll, Restr ict,

                                                      Stop, Reset

Event

Correlator

M

P

I

SNMP

CMIP

DCE

JMAPI

WBEM

PeerManagement

Application

Manager to

Manager (M2M)

Manag ed

Applicat io ns

Log

Controls

Notifications and

Status

Actuator s

Agent

              Figure 8 . CSS A Infrastru cture

Security

MIB  or

Directory

LDAP

Administrat io n

Manag er

Security Eve nt

Manag er

D isp la y

Event

Correlator

ManagertoManager (M2M)

Manag ed

Applicat ions

Log

Agent

6

7

2

3

5

1

4

10

1

2

3

4

5

6 7

8

9

2

3

4

5

1

PeerManagement

Application

Figure 9 . Secure T ransactions

Operations Phase:

Signal : Managed Applicatio n > Device Agent

SNM P Trap : Device Agent >MPI >Event M gr

Log Record : Event M gr > Log

Display Status Change : Event M gr >Display

SNM P Poll : Event Mgr >MPI >Device Agent

SNM P Bulk GET : Agent > MPI >Event M gr

Event Data : Event Mgr > Event Corr e lator

6

6

2

3

5

7

1

4

5 6

1 4

                 In the assessment phase, the event correlator first

initiates a request for similar data fro m the SMIB.  Steps

      6 7
                         an d
                                                                            represent an optional request to an exter nal

management node for related event infor matio n.  T his

data could sho w evidence of a distributed, but coordinated

probe or attack.  T he correlator passes assessment results

back to the event manager for logging and possible action.

                 If configuration changes are deemed necessar y, data is

sent to the managed application using a SNMP SET

operation and to the ad ministration manager to update the

SMIB.  Not sho wn above are possible steps for operator

or administrator interactio ns to control specific changes.

5.3. Areas with Good Research Pote n tial

                 Several topics related to SM and CSSA need further

develop ment to attain the critical mass seen in networ k

management.  One weakness that strains system ad min i -

stration resources is ease of configuration and upkeep.

Lack of consistency, co mmo n tools, and shared services

(e.g. directory services) contribute to this problem.  Sta n -

dardized SMIB definitions for key applications (e.g. fir e -

walls) wo uld help vendors to mo ve to ward standard

interfaces and interoperable tools.

                 T he SMIB (or secure directory) repository enables

structured data sharing. Co mmo n methods for storing

SMIB data wo uld enable better interoperability.  Direct

access to the SMIB is restricted to the tr usted ad ministr a -

tion module; ho wever, role-based access could be useful.

A unified SMIB access module might use the Light weight

Directory Access Protocol (LDAP) or other distributed

data archive.

A third area that may benefit fro m additional research

is use of simulation methods to assess a potential security

system for adequate protection.  Virtual security systems

could be tested at various threat levels and traffic co nd i -

tions to deter mine processing loads and reaction to high

stress situations.  Integratio n with operational systems

may lead to real-time fee d back.

6.  Conclusion

T he increasing  need for SM is clear  as the number of

security devices and applications gro w.  Current methods

of manual access control and system security configur a -

tion are labor intensive and error-prone.  T o support the

needs of organizational policy and operational SM,

closely integrated tools for security ad ministration and

real-time operations are needed.  Increasing co mplexity

and sophisticated attacks make better assessment methods

a priority.

As a contributio n to ward a cohesive security manag e -

ment framework, we proposed a three-phase CSSA lif e -

cycle.  While so me pieces do exist, further  wor k is

required to refine the specific data needs in each p hase,

design the structure of SMIB data  to be shared, and

establish a standard data management API for  infor mation

distributed among mod ules.  Our proposed feedback pr o -

cess should lead to significantly enhanced security levels

as developers adapt tools to share information between

the SM phases more effe c tively.

7.  References:

[1] International Standards Organization, Information P roces s -

ing Systems ˘ OSI Reference Model.  P art 2: Security Arch i -

tecture , ISO/TC 97 7498-2, 1988.

[2] RFC 2271-2275, available at ftp://ds.internic.net/

rfc/rfc2272.txt.

[3] Common Security: CDS A and CSSM , ISBN 1-85912-194,

The Open Group, 1997

[4] URL: http://www.darmstadt.gmd.de/TKT/security/samson/

samson.html

[5] Muftic, Sean, et al, Security Architecture for Open Distri b -

uted Systems , Wiley and Sons, New York, 1993.

[6] International Standards Organization, Information P roces s -

ing Systems ˘ Common Management Information P rotocol

Specification , ISO/IEC 9596, 1989.

[7] Systems Management: Management P rotocols AP I (XMP ) ,

The Open Group, ISBN 1-85912-027-X, 1994.

[8] Lunt, T., et al, A real-time Intrusion Detection Expert Sy s -

tem (IDES) - Final Report , SRI International, Menlo P ark, CA,

Feb. 1992.

                                            Configuration Phase:

                           SNM P SET : Event Mgr >MPI >Device Agent

                           Local Change : Device Agent > Managed Appl

                           Configuration Update : Event M gr > Ad min Mgr

                           LDAP Write : Ad ministratio n Mgr > SMIB

                           Display Status Change : Event M gr > Di s play

                                           Assessment Phase:

                           Data Request : Event Correlator > Ad min M gr

                           LDAP Access : Ad min M gr > SMIB

                           LDAP Response : SMIB > Admin M gr

                           Configuration Data : Ad min M gr > Corr e lator

                           Data Request : Event Correlator > Event M gr

                           CM IP GET : E vent M gr > MPI >CMIP Agent

                           CM IP Response : CMIP Agent >MPI >Event M gr

                           External Data : Event Mgr > Correlator

                           Assessment Result : Correlator > Event Mgr

                           Log Record : Event M gr > Log

     1

     2

     3

     4

     5

     6

     7

     8

     9

 10

         1

         2

         3

         4

        5