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ABSTRACT

Both research and practice have shown that BitTorrent-like (BT) P2P systems are scalable and efficient for
Internet content distribution. However, existing BT systems are mostly used for distributing non-copyrighted or
pirated digital objects on the Internet. They have not been leveraged to distribute the majority of legal media
objects because existing BT systems are incapable of copyright protection. On the other hand, existing Digital
Rights Management (DRM) techniques are mainly based on a client-server model, and cannot be directly applied
to peer-to-peer based BT systems.

To leverage the efficiency and the scalability of BT systems for Internet content distribution, we propose a
novel scheme to enable DRM in existing BT systems without demanding infrastructure changes. In our scheme,
each file piece is re-encrypted at runtime before a peer uploads it to any other peer. Thus, the decryption keys
are unique for both different peers and difference pieces. In addition, any user can take part in the content
distribution while only legitimate users can access the plaintext of being distributed content. To evaluate
the performance of our proposed scheme, we have conducted experiments on PlanetLab with an implemented
prototype and compared with the original BT system. The results show that our proposed scheme introduces
less than 10% of system throughput degradation for copyright protection when compared to BT systems without
copyright protection.
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1. INTRODUCTION

BitTorrent-like (BT) systems have attracted considerable attention due to their scalability and efficiency for
content distribution.'™ As reported in June 2004, P2P traffic has made up 80% traffic on the Internet, in which
the share of BT traffic is 53%.6 The content distributed through BT systems has evolved from relatively small
MP3 files to large and huge files.” Recently, some open source projects™® use BT systems to distribute newly
released software packages.

As an efficient content distribution vehicle, BT systems distribute the file in small file pieces (e.g., 256 KB
per piece) with the assistance of a tracker site. In general, a BT system® works as follows. Before an object is
distributed, a meta file (normally called .torrent) is produced. The meta-file includes the object information
(e.g., file name, length), a string of hash values of all file pieces based on SHA1, and the URL of a tracker site.
When a client (also called a peer) wants to download the file, it first gets the meta file (e.g., from a public server)
and then queries the tracker site. The tracker site always maintains the information of peers who are active
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(downloading/uploading) in the torrent. Upon a client request, the tracker site responds with a list of active
peers on which file pieces are available. The client then starts to download different file pieces from these active
peers in parallel. After a piece is downloaded, its hash is calculated and compared with that in the .torrent file
to verify its integrity. Each downloading peer also reports to the tracker site periodically (typically 30 minutes)
so that the tracker site can provide updated active peer information to other peers upon a peer request. In a BT
system, normally, a peer that is downloading is also uploading to other peers, and a peer often simultaneously
uploads available pieces to a limited number (for example, 5) of peers at a time. Peers are encouraged to upload
using the tit-for-tat incentive scheme. Once a peer finishes downloading, it becomes a seed in the torrent. A seed
is a peer that has all file pieces in a torrent, and only uploads to others. In a torrent, there is at least one seed
that has the entire file at the beginning.

Many studies through modeling and measurements? 31911 have shown that BT systems are scalable and
efficient. However, existing BT systems have not been used to distribute the majority of legal digital objects.
As currently most files shared in BT systems are non-copyrighted or pirated, there are a number of lawsuits
concerning the copyright infringement. With verdicts from the Supreme Court of the United States,'? a copyright
protection mechanism is desperately demanded before BT systems could be widely leveraged for distributing
copyrighted Internet content.

The currently popular mechanism for copyright protection over the Internet is Digital Rights Management
(DRM).13:14 With DRM, typically, an object is encrypted by a server before distribution. A client downloads
an encrypted copy, which is encoded with a unique serial number (ID) or encrypted with a unique key by the
server. A license is needed to play or view the content, which includes the decryption key and the usage policy
(e.g., a user can only play an obtained movie for 5 times), according to other information such as the user’s
payment. There are different models to integrate the license management and the enforcement mechanism in
DRM. For example, with Microsoft’s DRM technology,'4 15 each media file is encrypted with a unique key. The
media player on the client side must contact a license server and obtain a license file that includes the key ID and
the key seed to recover the unique decryption key before playing. The media player enforces the usage policy
defined in the license file, and decrypts the content with the decryption key while playing. On the other hand, in
Apple’s iTunes and QuickTime that use the FairPlay DRM technology,'? a music file is encrypted with a master
key, which, in turn, is encrypted with a unique user key and encoded in the file. Before playing the music, the
client side player must obtain the user key from the server, decrypt the master key, and enforce the usage policy.

Thus, to enforce DRM, each user should obtain a unique copy of an object, either encoded with a unique ID
or encrypted with a unique key. This is fairly easy to implement in a client-server model that is mainly adopted
in current practice. However, in a BT system, encrypting an object before distribution does not work since
peers download exactly same pieces from each other (instead of from a single source) and all clients get the same
object. Therefore, the decryption key in the license file is same for all clients, and such a system is not immune
to compromised peers. That is, a single compromised license file can break the security of the whole system.

Alternatively, it is also difficult to assign unique IDs or attach other meta information to objects downloaded
by different peers in a BT system, which is mandatory in most existing DRM applications. For example, after
downloading a copyrighted software, a user needs to obtain a license to install and run the software, which
uniquely identifies the downloaded object. Unfortunately, existing BT systems cannot support this since a
unique license cannot be defined. Therefore, DRM technologies cannot be applied through this approach.

A direct application of DRM for BT systems could work if the following requirements can be satisfied. That
is, each file piece is headed with a unique serial number for a peer. When this peer (uploader) uploads this
piece to another peer (downloader), the head information of the downloader is provided by the tracker site and
updated by the uploader. However, this requires the trusted behavior of each peer, and assumes that BT client
software can recognize and update the head information. Such requirements are not realistic because a general
peer cannot be trusted to behave in an expected manner. Thus, the unique challenge to enforce DRM in BT
systems lies in the conflict between security requirements and the open environment where a peer downloads
different pieces from various sources.

To leverage the capability of BT systems for efficient Internet content distribution, we propose a novel
scheme to enable DRM without additional infrastructure changes to existing BT systems. In our scheme, the

SPIE-IS&T/ Vol. 6818 68180F-2



content distributed via BT systems is encrypted, and different decryption keys are used for different clients and
different file pieces. Thus, DRM relies on different keys to identify different copies. In particular, re-encryption
is performed while a peer uploads a file piece to any other peer. Therefore, if a BT system is enhanced with our
proposed scheme, any user can participate a torrent to speed up the content distribution, but only legitimate
users can access the plaintext of the content, since only legitimate users can get the unique decryption key for
each file piece. To study the performance of our proposed scheme, we have implemented a prototype system and
experimented on PlanetLab. The experimental results show that for the copyright protection, a BT system with
our proposed scheme degrades the system throughput by up to 10%.

The rest of this paper is organized as the follows. Our proposed scheme is presented in Section 2. Section 3
presents the performance evaluation results of our proposed scheme. Some related work is discussed in Section
4 and we make concluding remarks in Section 5.

2. OUR PROPOSED SCHEME

Having discussed the security requirements for DRM in BT systems, we first present the principle of the security
algorithm for our proposed scheme, followed by the protocol design details.

In our new scheme, the following assumptions are made, which define the trust boundary of our scheme.

e Similar to the current DRM practice, for digital media content (e.g., video and audio media) we assume
that on the client side, a player (or a plug-in of a player) is responsible for decrypting and enforcing the
usage policy of an object without releasing the decryption key and plaintext of object pieces. The keys
and policies are protected in a license file. For any other type of content, we assume there exists a content
viewer with similar functions on the client side. Note that our scheme does not consider content leakage
on the client side by hacking the player or the viewer.

e We assume that the original seed and the tracker site of a torrent are trusted by the object owner. That
is, the original seed will not upload plain pieces of the object to any peer. It is either the object owner or
trusted by the object owner. Similarly, for the tracker site, we assume it is either maintained by the owner,
or there is a trustworthy relationship between them.

With the trusted original seed and the tracker site, the content distributed via BT systems is encrypted from
the beginning, and different decryption keys are used for different clients and different file pieces. While a peer
needs to upload encrypted file pieces to other peers, the encrypted file pieces are re-encrypted so that only the
designated users can decrypt the file. After describing the principle of our security scheme, we will present the
details of our protocol design and discuss other design issues.

2.1 Principle of Our Proposed Scheme

The security algorithm we leverage is based on the discrete logarithm problem and is similar to El Gamal public
key system. We briefly review the El Gamal first and then present the formal definition of our scheme.

DEFINITION 2.1 (EL GAMAL CRYPTOSYSTEM). Let &4 = (Gen, Enc,Dec) be the standard El Gamal
public-key encryption scheme.’® Gen outputs system parameters g and p, a random number a (used as the
private key), and the public key g* mod p. Enc is the encryption algorithm with input of message m and outputs
(mg®" mod p,g" mod p) as the cipher message, where r is a random number. Dec is the decryption algorithm
with the private key by dividing mg®" mod p with (¢")* mod p to retrieve the plain message m.

El Gamal is known to be chosen-plaintext attack secure. Based on the proven security of El Gamal scheme,
our scheme is defined as follows (we assume all arithmetic to be mod p unless indicated explicitly).

DEFINITION 2.2 (SECURE BT SYSTEM). Secure BT System is an asymmetric system®, composed of a siz-
tuple & = (SGen, PGen, TGen, PEnc, PDec, T), each of which is a polynomially computable algorithm as
follows.

*With selective encryption, only a portion of the being distributed objects needs to be encrypted (see section 3).
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