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[Extended Abstract]

1 INTRODUCTION

Security and trust are fundamental issues which must be considered in the man-
agement and operation of distributed systems. Controlled autonomy of component
systems is an intrinsic aspect of large-scale distributed systems. The alternatives to
controlled autonomy are total anarchy or rigid centralized control.

Autonomy implies that each component system should have the ability to specify
the security policy with respect to resources that it controls. The composition of these
multiple security policies into a coherent system-wide policy is a major challenge in
the management of distributed systems. Autonomy also implies that the security
o�cer of each component system has discretion regarding the trust invested in other
component systems. The individual security o�cers of component systems should be
free within speci�ed parameters to con�gure the security policy of their system and
its interactions with other components. At the same time it should be possible to
analyze the net global result of these individual decisions. Analyzing the composition
and interaction of security policies is therefore extremely important in a distributed
environment with multiple autonomous points of security control.

Much of the classical research and development in computer security has occurred
in context of centralized systems. These systems postulate a security o�cer who is
in e�ect a \security czar" having complete control over the security aspects of the
system. In distributed systems we must go beyond this traditional view to consider
systems which have multiple autonomous points of security control.



2 THE SCHEMATIC PROTECTION MODEL

GMU researchers have been active for several years in the study of decentralized se-
curity controls and their composition into a coherent system-wide policy. Sandhu's
Schematic Protection Model (SPM) [8] is a formal access control model developed for
this purpose. The initial focus of this research was on the \safety analysis" of SPM.
Safety analysis is the key to understanding whether the composition of multiple au-
tonomous security policies gives us an acceptable global system-wide policy. A notable
property of SPM is that it has e�cient safety analysis under very general assumptions
(speci�cally the can-create relation on subject types has to be acyclic [8]). The ex-
pressive of this model has been amply demonstrated [9]. Ammann and Sandhu [1, 2]
have also recently shown that SPM extended with multi-parent creation (ESPM) has
the complete expressive power of the monotonic access-matrix model, while retaining
the e�cient safety analysis of SPM.

Recently we have been looking at distributed implementations of SPM. We �rst
considered a special case of SPM called the Transform Model [10] and developed a
distributed capability based architecture for it [11]. We then proposed a distributed
capability-based architecture for the full-
edged ESPM model [3].

3 SUMMARY

At the workshop we will present the Schematic Protection Model, and its variations,
and discuss their application for security management in distributed systems. We
will also present the implementation architectures we have developed and compare
these with other work on secure distributed system architectures (e.g., [4, 5, 6, 7]).
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